
 

 

Challenge 
Name: 

Develop an identity and access management solution to 
manage an environment that extends beyond the 
traditional firewall 

 Service 
Unit: CyberSecurity 

 
Key Challenge statement: 
 

As enterprises are turning to cloud services and mobile apps to boost productivity while lowering costs, 
managing users' identities, entitlements and governing access to required resources have become 
increasingly complex. With the rise of mobile and cloud adoption, how can enterprises safeguard and 
manage identities and their access across hybrid environments covering on premise as well as SaaS/Cloud 
/Mobile Apps in an accelerated and cost effective way? 
 
Background of the challenge: 
 

In today’s highly mobile and hybrid (on premise and cloud) business environment, organizations are 
striving to become more accessible to their customer, employees, partners and stakeholders. There is an 
ever growing need to adopt emerging technologies (e.g. Mobile, Cloud, API based solutions, Data loss 
prevention, Social Login, etc.) in an accelerated mode. Consequently, diverse applications with 
incompatible security models and lack of governance controls are deployed that result in increased risk 
of identity theft, unauthorized access, and failure to meet regulatory compliance requirements.  
 
Companies are looking for leveraging social media to interact with their customers and to increase the 
brand awareness. Managing users' identities & entitlements and governing access to required resources 
has become increasingly complex with the increasing number of collaborative business models, 
consumerization in IT, mobile workforce, social login/networks, BYOx, digital transformations, etc.  
 
At the same time, enterprises have been under tremendous pressure to ensure that they are in 
compliance with existing and new legislations & regulations. Compliance regulations like Sarbanes-Oxley, 
Basel II, FISMA, HIPAA, PCI/DSS, MAS, HKMA, etc. play a larger role when establishing processes and 
controls to mitigate internal and external risks. 
 
Scalability of the challenge 
 

The enterprise need identity and access management solution which is built to manage an environment 
that extends beyond the traditional firewall. A highly scalable solution which can support multi-million 
identities to serve employees, business partners and customers. Also, should address the new identity 
and security issues in the changed world of enterprise IT. 
 
Which major business vertical does this challenge impact/pertain to? 
 

 Manufacturing: Enterprises within the manufacturing sector typically operate in a market with thin 
margins and global competition. Customers, partners, suppliers, and employees around the globe 
require system access, efficient automated processes, and global management. Additionally, 
regulatory legislation such as Sarbanes-Oxley (SOX) has a significant impact on information security, 
data access and segregation of duties (SOD) policies, which requires mature processes for access 
certifications and policy management to ensure that policies are in place and adhered to. 

 Insurance: The financial sector has to deal with increasing national and international industry 
regulations such as EU GDPR, BaFin, Basel II, SOX, and Solvency II. The regulatory framework that 
applies to the industry requires control and compliance of identity and access management in highly 



 

 

complex IT environments with large numbers of users. A common trait for financial organizations is a 
core needed to uphold a strong reputation and trust, while enabling employees and customers easy 
access to a multitude of systems and applications. As such, an integral part of the business is to 
safeguard information and securely control, execute, and manage systems to deliver customer-centric 
services while maintaining the utmost level of security and compliance. In many countries financial 
supervisory authorities require that banks possess and implement systems to ensure that access rights 
are both assigned and recertified correctly, and that toxic access rights can be identified and dealt 
with. 

 Retail: Retail organizations are often challenged by high employee turnover, changing business needs 
and increasing compliance requirements. Consequently, management of identity and user access for 
employees that join, transfer, or leave the organization is both critical and time consuming. 

 
Potential business which could be opened if the challenge is solved: 
 

In order to get past this challenge, one needs to start offering Identity as a Service (IDaaS) for businesses 
spread across cloud and on premise environments.  
 
The ideal customer for IDaaS offering has been the Small & Medium Business market (SMB).  SMB typically 
represents customers with limited IT resources, a limited focus on security and security-related 
investment and limited IT and IAM spend.  
 
Customers span across manufacturing, insurance, food service, education and healthcare.  Within those 
verticals, these customer requirements are as below: 
 
 Simple user lifecycle processes or ability to make existing processes simpler 
 Limited legacy IT Applications (i.e. mainframe) 
 More focus on ease of end user experience than on IT controls 
 Less concern around off-premise data storage 
 Not afraid to address business needs as new IDaaS functionality is rolled out 
 Not afraid to be an early adopter 
 
IDaaS solutions are being adopted by customers across the globe. They are consistently evolving as per 
the needs of the customers and slowly penetrating the market share of on premise IAM solutions. 
According to a Gartner Report, by 2020, 40% of IAM purchases will use the IDaaS delivery model which is 
up from less than 20% in 2016. Of those IDaaS implementations, Gartner believes that 40% will replace 
on-premises IAM implementations (rather than simply augmenting those implementations). 
 
Nearest solution or player with development in this space? 
 

 Okta  
 Centrify  
 Saviynt  
 SailPoint  
 ForgeRock 
 Wipro  
 Capgemini  
 Simeio 
 



 

 

Why this challenge is critical for HCL:  
 

To cater to this changing landscape from IAM perspective, it is imperative for HCL to build an advanced 
capability around such demands. HCL identity as a service (IDaaS) which will be the fully-featured service 
embracing all the traditional elements of an Identity and Access Management solution in a secure, unified, 
managed offering. 
 
Expected solution’s guidelines 
 

 Plan for scale: In addition to the guideline easy-to-use and support for the number of users, but also 
look for the scalability in terms of peak usage/capacity 

 Plan for solution supporting single / multi tenancy  
 Plan for multichannel support in terms of accessibility (Web and mobile based) 
 Plan for solution with analytics and governance capabilities 
 Plan for solution with Web Fraud detection capabilities 
 Plan for solution with Web, mobile and Federated SSO support 
 Plan for solution with inbuilt multifactor Authentication and out of box authentication support 
 Plan for tool with support to Open standards (SAML, OAUTH, LDAP, SOAP, REST, SCIM) 
 Plan for solution with implementation, low maintenance and Operational cost 
 Plan for solution with inbuilt access review and governance capability 
 Plan for solution with inbuilt privilege account management capability 
 
 


